
              1.  2. Realtek Semiconductor Corp. 

No. 2, Innovation Road II,  

Hsinchu Science Park, Hsinchu 300, Taiwan 

Tel: +886-3-5780211; Fax: +886-3-5776047 

 

Page 1 of 1 

Security Advisory 
Published on: September 28, 2022 

 

 

CVE CVE-2022-34326 

Title Ameba1 softap mode spinlock issue 

Description The timer task and RX task would be locked when 

there are frequent and continuous Wi-Fi connection 

with four-way handshake failures in Soft AP mode. 

Severity High 

Vulnerability Type Deadlock 

CWE CWE-833 

Affected Chipsets RTL8195AM 

Affected Software Versions https://github.com/ambiot/amb1_sdk before commit 

284241d70308ff2519e40afd7b284ba892c730a3 
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