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Realtek High Definition Audio Windows driver RTKVHD64.sys
Vulnerability (CVE-2021-32537)

Affected Projects
Realtek High definition audio Windows driver

Affected Versions
HDA driver from 8155 to 9150

Description

With Realtek High Definition Audio version from 8155 to 9150.

If send a special IOCTL code to the driver, driver will access invalid memory and cause
system crashed.

Vulnerability Type
System crash

Patch
HDA driver 1.0.0.9151
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